UIT.JustFreshMen Writeups : Forensic+Misc: Registry,Cookie,Backup1+2

Extract password from registry files

Unsolved
Tools:
Mimikatz
Windows Password Recovery

C6 mot ngudi anh gidi thiéu minh tool Mimikatz rat 1a ”powerful” dé x{r chall nay (mé&c du Ia trich xuat dung tool khac van dugc) nhwng tui minh khong thé solve duoc

I

& mirmikatz 2.2.0 x64 (pe.ec)

HEEEE
HE N OBE )
## [\ #f JEe ilkiwi™ )
#3# \ [ ## 5 /blo /mimi

#E v #E

HEEEE

: JOHM
h NTLM:

mimikatz #

Cé thé thay, hash NTLM cua hai user Admin va JOHN 1a NULL , nén minh th(r tool binh thudng xem sao
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Windows Password Recovery - JOHMN-PC

Edit Report Tools Litils Options

ﬁﬂ; ﬁﬂg
Hash Import Hardware Password
Wizard Wizard Recovery Wizard

Import Export Export Export
to POT Passwords

Zard

User name RID LM password Password LM hash Hash De:

Recent Projects .
WIN-3IHKIUCPKCN.wpr [] as¢ Administrator 500 = <Empty= = <Empty= Bu
(] ase Guest 501 i <Empty> i <Empty> Bu
e = IO &k JoHN 1000 = <Empty> = <Empty>

ﬁ Cpen a project

I save the project
IE_l, Save the project as
[F] Create new project

Hashes i
B | oad from local computer

‘ Load from remote computer

[F Import from binary files

Eﬂ Load from another program
j Load from system restore

Tool nay ciling bao tuwong ty. Co vai teams d3 gidi dwgc, nhung bon minh bo tay.

Extract cookies from Google Chrome browser

Solved by cod201
Tools:

Mimikatz

Chall nay cé mét file dump, folder appdata . Liic mo tool mimikatz & chall trén thi minh cé thdy né cé chirc ning doc dump, va cé cai gi d6 lién quan DPAPI, sau dé hint cé néi vé DPAPI nén minh mo th.

Link mo dworc vé read cookie:

https://www.ired.team/offensive-security/credential-access-and-credential-dumping/reading-dpapi-encrypted-secrets-with-mimikatz-and-c++

Thi luén nao:

dpapi::chrome /in:"D:\Downloads\mimikatz_trunk\xé64\AppData\Local\Microsoft\Edge\User Data\Default\Cookies" /unprotect

https://uit-jfm.github.io/
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@:14 PM

r handle despite AES encryption

y handle despite AES encryption

I 8 1:46:23 PM £29,
W0OR kuhl m dpapi chrome decr) ; No Alg and, Key handle despite AES encryption

r handle despite AES encryption

:4a8:28 PM
_chrome_dec : for Key handle despite AES encryption
we . bing.com ( /

MUIDB
Dates : 7 A28 1:39:41 PM ->
ERROR kuhl_m_dpapi_chrome_decrypt ; No Alg and/or Key handle despite AES Bncryption

mimikatz

A =))) Li do ma c6 file dump 1a vi né cé key dé giai ma.Load dump vao nao
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&Y mimikatz 2.2.0 x84 (oe.eo)

s .dmp

rlsa: :dpapi
dmp' file for minidump...

wthentication Id : @ ; 8 ( 08 : 082
ession :
Name

omain

Gio chay lai [énh trén va ctrl-f thaiii
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Select mimikatz 2.2.0 x64 (pe.eo)

(]

Name
Dates
usin

\Cookie:

Host

7 lame

Dates
usin

Cookie:

Host : cnsc.uit.edu.vn ( /

Name : E

Dates

1:48:29 PM

Backup Leaked #1: SoS

Solved by cod201

Tools:
Windows Registry Recovery
Autopsy

Windows Password Recovery

& chall nay va chall 2, tui minh duoc 1 file backup windows Gidi nén ra thi cé file VHD.
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| & | - = AN Y7 | Wl Lfsiautraion-G.
| [/ | = | Backup 2020-07-29 041232 - . X

F Home Share Wiew 0
I:I T Extra large icons (=] Large icons 2| P

Medium icons Small icons -
Na:iaiitif" M8 | BE wList =z Details = i‘f;::’lt mj:"f Options
Panes Layout
“ w « Wl.. » Backu.. w | 0 2 Search Backup 2020-07-29 041232
I Desktop L Mame " Date modified Type
¥ Downloads  # | | 7848cf11-57c4-4638-a9€D- Taaadab7383d...  7/29/2020 11:15 AM XML Docurm
Documents D T848cf11-57cd-4638-a%0-Taaadab7383d...  7/29/2020 11:15 AM XML Documy
[=] Pictures * D TEABcf11-57cd-4638-a%e0- Taaadab7383d...  7/29/2020 11:15 &AM XML Documy
backup2 D TEBcf11-37cd-4638-a%e0-Taaadab7383d...  7/29/2020 11:15 &M XML Documy
vncpwd D T348cf11-57c4-4638-a%e0- Tagadab7383d...  7/29/2020 11:13 AM XML Documy
WUPS D TEA8cf11-57cd-4638-a%e0- Taaadab7383d...  7/29/2020 11:15 &AM XML Documy
D TH48cf11-57c4-4638-a%e0-Taaadab7383d...  7/29/2020 11:15 &M XML Documy
xb4 D TEABcf11-57cd-4638-a%e0- Taaadab7383d...  7/29/2020 11:15 &AM XML Documy
# Onelrive D TEABcf11-37cd-4638-a%e0- Taaadab7383d...  7/29/2020 11:15 &AM XML Documy
D T348cf11-57c4-4638-a%e0- Taaadab7383d...  7/29/2020 11:13 AM XML Documy
B This PC D BackupSpecs.xml 7/29/2020 11:15 AM XML Docurmn
B 3D Objects || d7c3b658-d1b9-11ea-b5df-806e6f6e6963.... /12/2020 3:26 PM VHD File
I Desktop
Documents
‘ Downloads
. LU 4 >
12 items 1 itern selected 5.31 GB f=2| =

Mount file nay vao nao
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l _E'J Computer Management

File = Action View Help

&= 7E HE =0

Cli

B Unallocated [l Primary partition

F .E" Computer Management (Local| | Volume | La],routl Type | File Systeml Status I Capacity | Actions
W '[?é Systermn Tools = (1) S!mple Eas!c MTFS Healthy I{Ec.mt, Crazh I.]'!.Jmp, Primary Partition) 195.34 GB Dick Ma ment
S @ Task Scheduler = (1] Simple Basic RAW Healthy (Primary Partition) A41.78 GB
> [d] BEvent Viewer == (Disk 1 partition 1} Simple Basic Healthy (EFI System Partition) 100 MB More Acticns
> [l Shared Folders == (Disk 1 partition &) Simple Basic Healthy (Recovery Partition) 209 MB
» &% Local Users and Groups || == CTF (E2) Simple Basic MTFS Healthy (Primary Partiticn) 46,49 GB
y @ Performance = ata ([1:) Simple Basic MTFS Healthy (Page File, Primary Partition) 233.74 GB
oy Device Manager
w g Storage
o Disk Management
> s Services and Applications Attach Virtual Hard Disk X
Specify the vitual hard disk location on the computer.
Location:
|D:\Downlnads\WinduwsImageEad{up\WinduwslmageE.| | Browse... I
£ >
_ [ | Read-only.
= Disk 0 ll
Basic oK Cancel
4931.51 GB 7 GE
Online Unalloci || Healthy (Page File, Primary F | | Healthy (Primary Parti | | Unallocated
= Disk 1
Basic ()] (F:)
233-.33 GB 100 ME || 322 MB 145,54 GB NTFS 41,78 GB RAW &% MB
Online Health || Unalleca || Healthy (Boot, Crash D || Healthy (Primary Pi || Healthy (R
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Home

Share View

Manage

Drrive Tools

U o « Move to ¥ Delete ~
y e

E Fin to Quick Copy Paste Copy to I Eename
= access
Clipboard Organize

« * 4 & » Thi.. » Loc.. # v | D

> _J 3D Objects Mame

> I Desktop SRecycle.Bin

» Documents Boot
o 3 ; Downloads Docurnents and Settings

» J'J Music Perflogs
d > =] Pictures Program Files

P Dat
> [ Videos rogramata
Recovery

. » iy Local Disk (4 )
- System Volurne Information
= » &= data(lx) Users

> a& CTF(E) Windows

b wm Local Disk (F:) autoexec.bat
= ¥ s Local Disk (G:) bootmgr
e |

> =g https:y/fuithcm-t BOOTSECTBAK
= config.sys
[ » |_j‘ Metwork pagefile.sys
M 15items
thv IRnAT T rach 1111 Healthw TRAmane B 1T HEeaIthw TR 11 i

Local Disk (G2 —

= M

-

Mew Properties
folder =

Mew Open
2 Search Local Disk (G:)

Date maodified

81172020 11:39 PM
T/30/2020 12:37 AM
71472009 11:53 AM
71472009 937 AM
72972020 10:21 AM
72972020 9:43 AM
7/29/2020 9:40 AM
8/11/2020 11:53 PM
772972020 9:40 AM
72972020 9:40 AM
6,/11/2000 4:42 AM
11/21/2010 4:29 AM
T/30/2020 12:37 AM
6,/11/2000 4:42 AM
7292020 11:11 AM

H

Select

Type &N

File folder |
File folder
File folder| |
File folder
File folder I
File folder
File folder I
File folder
File folder I
File folder

Windows

—-

System fil
BAK File
System fil
System fil v |

—-

z== 1S

Dau tién, minh s& dung tool Autopsy, mot tool dung dé phéap chirng dé check xem cé file ndo dang nghi khong.
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k. sac - Autops) - x
Case View Tools Window Help
: I:D:I Add Data Source ﬂ Images/Videos {4y Communications 9 Geolocation - Timeline A File Discovery | [, Generate Report x Close Case m © ~ Keyword Lists Qi Keyword Search
Listing
€ M
' Installed Programs 18 Results
ﬁ Data Sources Table | Thumbnail
B-® Views
[+ & File Types M About Save Table as CSV
[y Deleted Files Source File Diate/Time Diata Source
[} MB File Size Close
5-[E] Resuts | SOFTWARE 2020-07-29 16:38:10 ICT &
& B Extracted Content | SOFTWARE 2020-07-29 1&:38:101CT &
[ EXIF Metadata (10) | SOFTWARE 2020-07-29 03:21:10 ICT &
[} Encryption Suspected (5) | SOFTWARE ® 2020-07-29 024336 1CT G
1= Extension Mismatch Detected () 4 SOFTWARE 2020-07-29 02042110 1ET G
- Installed Programs (18)
=5 Operating System Information (2) | SOFTWARE 2020-07-29 024240 1CT G
. # Operating System User Account (5) | SOFTWARE OPEN | EXTENSIBLE | FAST 2020-07-29 02:41:54 ICT G
| &) Recent Documents (5) ! SOFTWARE 2009-07-14 04:41:12 ICT &
- # Shell Bags (14) | SOFTWARE 2009-07-14 0414112 16T G
USE Device Attached (7)
_# User Content Suspected (10) | SOFTWARE 2009-07-14 0414112 ICT &
4 \ieb Bookmarks (18) | SOFTWARE 2009-07-14 004112 1CT &
- & Web History (1668) | SOFTWARE 2009-07-14 04:41:12 ICT &
B\ Keyword Hits ¢ SOFTWARE 2009-07-14 0h41:12 1CT G
“\ Single Literal Keyward Search (0) i SOFTWARE 2000-07-14 0441112 10T Gt
Single Regular Expression Search ()
Email Addresses (317) | SOFTWARE | Autopsy™ is a digital forensics platform based on The Sleuth Kit™ and other tools. 2009-07-14 041312 1T &
* Hashset Hits X: SOFTWARE 4 General Information: hitp:www.sleuthkit. org. 2009-07-14 Od:41:12 ICT G
[ E-Mai Messages | SOFTWARE o LeEning bt ;‘3:;’;‘_’:15‘_f.°“'°°“‘"'5_”‘“ clrainin 2009-07-14 044112 ICT G
¢ Interesting Items | SOFTWARE _ 2009-07-14 0414112 16T G
@l Accounts Copyright @ 2003-2018.
(& Tags
----- & Reports

Hex Text Applig

Result: 4 of

Product Version: Autopsy 4.15.0 (RELEASE)

Sleuth Kit Version: 4.9.0

Netbeans RCP Build: 201609300101

Java: 1.8.0_222-1-ojdkbuild; OpenlDK 64-Bit Server VM 25.222-b10

System: Windows 10 version 10.0 running on amde4; Cpl252; en_US (autopsy)
Userdir: C:\Users\ThanhPN\AppData\Roaming\autopsy

Installed Programs

Type Source(s)
Program MName Activate verbose logging Recent Activity A
DatefTime Recent Activity
Source File Path Close
Artifact ID :

v
< >

Trong luc dgi né quét thi minh di quét password
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Windows Password Recovery - WIN-AIHKJUCPKCMN. wpr

Edit Report Tools Litils Options

ﬁ?‘ﬂ; ﬁ?ﬂg
Hash Import Hardware Password
Wizard Wizard Recovery Wizard

Import Export Export Export
to POT Passwords

Recent Projects - User name RID LM password Password LM hash Hash Description
WIN-2HKJUCPECN. wpr Diﬁhdministrator 500 a <Empty> j <Empty=> Built-in account for administering the com...
WIN-4IHEJUCPKCN. wpr [ ase Guest a0 & <Empty> & <Empty> Built-in account for guest access to the co...
DEﬁWannaGame 1000 o <Empty> & yougotit BD1FOGECESBT3RA15B20BF21A35056FD
Project -

@ Cpen a project

H Save the project
k2, save the project as
Ehl Create new project

Hashes B
B | oad from local computer

‘ Load from remote computer

3 Import from binary files

E:] Load from another program
@ Load from system restore

OK =))) cai account nay cé password ne. Solve ra yougotit. Hash né véi SHA1 la OK

Backup Leaked #2: Beehive

Solved by cod201
Tools:
Windows Registry Recovery

Autopsy

https://uit-jfm.github.io/
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Windows Password Recovery

vncpwd

Khi dung tool autopsy, minh cé thay hint la “Do you believe that the service password that is saved on the server is encrypted securely”

Challenge 2 Solves

Backup Leaked #2:
Beehive

200

Do yvou believe that the service password that is saved on the
server is encrypted securely? File Flag format:
wannagame{SHA1(your_answer)} Author: CNSC team

Vi khéng cé built-in account cho services , Minh scan dung Autopsy thi chi cé app VNC la ddng nghi nhat

https://uit-jfm.github.io/
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M sac- Autopsy 4.13.0
Case View Tools Window Help

: § —
: I:E:I Add Data Source a ImagesVideos ﬁ Communications 9 Geolocation : Timeline AJ File Discovery | [Ji; Generate Report 6 Close Case

> ~ Keyword Lists ‘

Qy Keyword Search

€ (e

- Data Sources
-3 G

B Views

=B Extracted Content
i@ EXIF Metadata (10)
Encryption Suspected (5)
Extension Mismatch Detected (3)
Installed Programs (18)
4 Operating System Information (2)
Operating System User Account (8)
----- * Recent Documents (5)
----- ¥ shell Bags (14)
USB Device Attached (7)
----- . User Content Suspected (10)
----- # Web Bookmarks (18)
----- E  Web History (1558)
- "\ Keyword Hits
E- % Single Literal Keyword Search (0)
f-“%  Single Regular Expression Search (0)
-\ Email Addresses (317)
G- % Hashset Hits
- [ E-Mail Messages
* Interesting Items
ﬂ Accounts
@ Tags

-l Reports

Whware Tools v.11.0.0, 14549434

Micrasaft Visual C++ 2015-2019 Redistributable (x86) - 14,20,27508 v, 14,20.27508. 1
Microsoft Yisual C+4 2019 $86 Additional Runtime - 14,20,27508 v, 14, 20,2750
Microsoft Yisual C++ 2019 ¥86 Minimum Runtime - 14,20,27508 v, 14,20, 27508
AddressBook

Connection Manager

DirectDrawE:x

Fontcare

1E40

IE4Drata

IESEAKER

IEData

MobileCptionPack

Schedulingfgent

WIC

Z020-07-29 02,43
2020-07-29 02142
Z020-07-29 02142
Z020-07-29 02:41:
2009-07-14 04:41:
2009-07-14 0441
2009-07-14 04141
Z009-07-14 04:41:
2009-07-14 04:41:
2009-07-14 0441
2009-07-14 04141
Z009-07-14 04:41:
Z2009-07-14 04:41:
2009-07-14 04:41:
2009-07-14 04141

Listing v o
Installed Programs 18 Results
Table  Thumbnail
Source File S C O Program Name Date/Time Data Source
| SOFTWARE DM _Runkirne 2020-07-29 1e38 10 2T
}d SOFTWARE MPlayerz 2020-07-29 16:38: 10 ICT L=}

38 ICT
101CT
101CT
54 ICT
121CT
1217
121CT
1Z21ICT
121CT
1217
121CT
121CT
1217
121CT
121CT

LU I B B <V LB T NI U L B I

Hex Text Application

File Metadata o Results  Annotations

Result: 4  of 23 Result | €= =9 Installed Programs
Type Value Source(s)
Program Mame VMC Personal Edition P4.2.3 wv.P4.2.3 Recent Activity ~
Date Time 2020-07-2903:21:10 Recent Activity
Source File Path fima_G: /Windows,System32/config /SOFTWARE
Artifact ID -82233720365854774072

Minh cé biét rdng VNC store pass trén registry . Dung tool dé doc registry la ra
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n MiTeC Windows Registry Recovery - [SOFTWARE]

— K
¥ File Options Explore Windows Help - 8 x
it sAM izt SYSTEM £x* SOFTWARE |
NAVIGATOR | @ % & | L
LS File Information = CMI-CreateHive{3D371F19-43AB-4000-8D33-A50" | value Data
ATI Technalogi \ = TR
gy Security Records ecnnologies 96 BE 4D 3E 3F 2E 249397 2C A4 6
CBSTEST ab]| SecurityTypes RAZne, VncAuth,RAZ
SAM Classes gﬁ] ReverseSecurityTypes Mone RAZ
T Windows Installation Clients gﬁ] UserPasswdVerifier VncAuth
- Intel _.‘:.'_.ﬂ QueryConnect REG_DWORD  0x00000000
ware .
SISHEE Microsoft #4] QueryonlyIfLoggedon REG_DWORD  0x00000000
Bg User Data ODBC ab| GuestAccess REG_SZ 0 11 Data View — O *
- o !
Startup Applications Polides _Lu_oﬂ RSA_Private_Key REG_BIMARY 000003 00AE2CCECE SE IE43C0 16 35B e
RealvMC =
Services and Drivers l y 4 |Passwnrd
ins Metwork Configuration RegisteredApplications
= . YMware, Inc. REG_BINARY  summary
7= Windaws Firew WOWEANode B Viewer [ee1 0203 @405 @ce7 9289 @ASB BCED PEGF @123456783ABCDEF
= ? i
o 2] Smrt. Offset 963E 4D3E 3F2E 2493 972C A46E 9299 A3ED [| M»?.§ ,mn £i
Pasition
B shell Folders Selection
—_— =l Data Interpreter
| "
Outlon 3 bit
Raw Data 16 bit
32 bit
64 bit
Single
Double
= Datetime
WIN SY5 64
WIN FILE 64
LINIX 32
Das 32
OLE 64
GUID
ASM 32
B S ry
Data Size [B]
= Checksums
CRC32 SDECO0BE
CRCe4 FDACBBESSE 14B0ED
MD5 JC3FT0EBDGS35FFE153CEB4974637E160
SHA1 E4AEBCFDDAEDGFEES21257E175F638FEL. .,
Clswap Encion [ ]
>
Result panel
Key Type Value Data

Windows NT Registry 80571 keys loaded
izt

' Search ,u{ Log /

Key Path CMI-CreateHive{30971F19-49AB-4000-8033-A6D9CE73D809}\Rea VNC\WinVNC4
GAWindows\System32\confighSOFTWARE

Search trén mang thi cé tool tén vncpwd . Xai thir nao
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Press RETURN to exit

PS D:\Downloads\vncpwd> ./vncpwd.exe 968edd3e3f2e2493972cad6e9299%a3ed

*VNC password decoder 0.2.1
by Luigi Auriemma

e-mail: aluigi@autistici.org
web : aluigi.org

- your input password seems in hex format (or longer than 8 chars)

Password: h3110_widnndgdm3

Press RETURN to exit

P/s: Khi lam, minh cé thay trong folder %temp%/VMWARE c6 nhitng file pha pass nay, nhung k dé y 13m, tudng 1a clia vmware. Chac I3 hint ctia BTC ma bi bd qua hihi

5 | 82b88a02
Home share Wiew
[TH Preview pane 8| Extra large icons [&=| Large icons =zl Medium icons l : Group by |:| ltem check boxes |:-|
:5E Small icons TE List == Details [TH] Add columns - File name extensions
i == o= _ Sort Hide selected Options
[TH Details pane  /g- jjes := Content T by~ [ Size all columns to fit Hidden items tems .
Panes Layout Current view Show/hide
¥ » ThisPC * Local Disk (G:) » Users » WannaGarme * AppData » Local * Temp » wvmware-WannaGame » VMwareDnD » 282b32a02
Ess
ckup2 ~ Mame Date modified Type Size
kupa22 B vnepwd.zip 7/29/2020 10:24 AM WInRAR ZIP archive 34 KB
q
ups
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